Freedom of personal data business
— conflict of commercial practice and
authority review

By Jalmari Mannisto

Personal data processing and con-
ducting business in an I'T environ-
ment are nigh inseparable concepts.
The GDPR and limited national
statutory instruments create a
walled garden in which such enter-
prises are free to operate within
clear boundaries — or do they? A
rising theme in Nordic authority
and court jurisprudence is the role
and weight given to a business’s
freedom to choose its methods of
operation in relation to how they
affect the protection of personal
data. The question essentially is to
what extent 2 commercial choice
can justify or undermine related
personal data processing,

This short article explores the
topic via two recent Finnish court
decisions (the Posti/ OmaPosti case
and the data protection fine im-
posed on Verkkokauppa.com),
wherein the respective companies
defended themselves against data
protection fines on the basis that
the allegedly breaching data pro-
cessing was the result of legitimate
commercial choices.

Legal background

While the GDPR does 7oz set out to
which extent a data controllet’s
commercial choices dictate the
scope of processing, this autonomy
is indirectly protected through gen-
eral legal principles and the broader
regulatory context. Recital 4 of the
GDPR explicitly recognises (in line
with the broader EU fundamental
rights regime) that “zhe right to protec-
tion of personal data is not an absolute
righ?’, underlying the fact that it

must be balanced according to the
principle of proportionality against
other rights, such as the freedom to
conduct a business. In line with lat-
er analysis, both the Finnish Consti-
tution (Section 18) and the EU
Charter of Fundamental Rights
(Article 16) contain express recogni-
tions of the freedom to conduct a
business, requiring a proportionality
assessment when these rights con-
flict. In practice, this conflict assess-
ment is generally baked into the
more clear-cut application of data
protection regulation, but the
broader statutes require an addi-
tional balancing exercise.

While the GDPR utilizes a risk-
based approach for managing data
processing, this framework focuses
primarily on implementing security
measures and mitigation strategies
for established activities. It is not,
however, a substitute for the sub-
stantive requirement of lawfulness
which the controller has primary
responsibility to demonstrate com-
pliance with." A risk assessment
cannot retroactively validate a pro-
cessing activity that fundamentally
lacks a valid legal basis or fails to

1 European Union Agency for
Fundamental Rights and Council
of Burope, Handbook on European
data protection law (2018 edn, Pub-
lications Office of the European
Union 2018); Raphaél Gellert,
‘Understanding the notion of
risk in the General Data Protec-
tion Regulation’ (2018) 34 Com-
puter Law & Security Review
279; see e.g. Case C-60/22, UZ
v. Bundesrepublik Deutschland
(ECLI:IEU:C:2023:373), para. 53
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satisfy core statutory obligations,
such as proportionality and data
minimization.” The ongoing gaug-
ing of proportionality — established
in cases such as Digital Rights Ire-
land and Schrems II — underscores
a positive obligation to uphold fun-
damental rights. This demonstrates
that when norms conflict, the ne-
cessity and proportionality test acts
as a constitutional filter that cannot
be bypassed by a controllet’s inter-
nal risk management processes.” As

2 Christopher Kuner, Lee A Bygrave and
Christopher Docksey (eds), The EU
General Data Protection Regulation
(GDPR): A Commentary (Oxford Uni-
versity Press 2020); Article 29 Working
Party, Guidelines on Data Protection Inpact
Assessment (DPLA) and determining whether
processing is “likely to result in a high risk”
Jfor the purposes of Regulation 2016/ 679
(17/EN WP 248 rev.01, 2017).

3 Brkan M, “The essence of the funda-
mental rights to privacy and data
protection: Finding the way through
the maze of the CJEU’s constitution-
al reasoning’ (2019) 20 German Law
Journal 864
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lawfulness itself concerns the
choice of the most correct legal ba-
sis for the chosen activity, the ques-
tion increasingly concerns the spe-
cific limits found in the wording of
these legal bases.

In practice, this conflict
assessment is gene-
rally baked into the
more clear-cut appli-
cation of data protec-
tion regulation, but the
broader statutes
require an additional
balancing exercise.

The primary avenues for accom-
modating commercial interests ap-
pear to lie in determining process-
ing necessity under contract (Article
6(1)(b) GDPR) — where central
questions relate to which contractu-
al obligations are strictly necessary
for the performance of a contract
which the data subject has willingly
entered into* — and legitimate intet-
est (Article 6(1)(f) GDPR) — where
the inquiry focuses on which com-
mercial interests are balanced
against and do not override funda-
mental rights.> Whilst legitimate in-
terest has received some love in
jurisprudence via recognising com-
mercial interests as simply existing,

4 Meta Platforms Inc and Others v
Bundeskartellamt (C-252/21)
EU:C:2023:537; Irish Data Protec-
tion Commission, decision of 31
December 2022 on Meta Platforms
Ireland Ltd’s Facebook service, as
affirmed by EDPB, Binding Decision
3/2022 on the dispute submitted by
the Irish SA on Meta Platforms Ire-
land Limited and its Facebook set-
vice (Art. 65 GDPR)

5 Koninklijke Nederlandse Lawn Tennis-
bond v Autoriteit Persoonsgegevens (C-
621/22), judgment of 4 October
2024, confirming that a purely com-
mercial interest is not categorically
excluded from being a legitimate in-
terest under art. 6(1)(f) GDPR.
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the fundamental open question un-
derpinning Art. 6(1)(b) on what ob-
ligations and processing are deemed
“necessary” under GDPR frame-
work, or what kind of contracts and
related processing wounld be infringing as-is
is an evergreen topic.

The relevance of supervisory
authority guidance done by the Eu-
ropean Data Protection Board
(EDPB) is integral to the applica-
tion of data protection regulatory
standard to commercial practices.
Recently the EDPB has taken a
proactive stance in issuing guide-
lines on edge-cases where there is
not as established jurisprudence’

— this should be considered as a ma-
jor theme in the two case studies
discussed below especially as EDPB
does not merely offer soft law doc-
uments but binding guidelines to
supervisory authority enforcement.

Recent Finnish cases on data
protection and commercial
freedom

Case study 1: Verkkokauppa.com
Background

Verkkokauppa.com (aptly translat-
ing to “onlineshop.com”) is a prom-
inent Finnish e-commerce and retail
company listed on Nasdaq Helsinki.
Operating a major online retail
store alongside physical store loca-
tions in Finland the company fo-
cuses on consumer electronics,
home appliances and related ser-
vices.

The Finnish Data Protection
Ombudsman (“SA”) initiated an in-
quiry on April 13, 2021, following a
complaint regarding a mandatory
requirement to register a user ac-
count on the company’s portal in
order to complete a one-off pur-
chase — preventing the complainant,
who declined to register, from mak-
ing a purchase. The inquiry encom-

6 EDPB, Opinion 08/2024 on Val-
id Consent in the Context of
Consent or Pay Models Imple-
mented by Large Online Plat-
forms (adopted 17 April 2024)

passed two main issues: first, the
mandatory registration requirement
for all online purchases, and second,
the practice of retaining customer
data “for as long as necessary.”

To the company, these two issues
were intetlinked: it had made a de-
liberate commercial decision to
adopt an online sales model requir-
ing user account registration, under
which personal data was retained
for the duration of the underlying
customer contract that was in force
for the time being and in practice
until the customer requested ac-
count deletion. In its submissions
to the SA, the company stated that
the purpose of maintaining con-
tinuous user accounts was to pro-
vide customers with historical pur-
chase records, warranty tracking,
and ongoing service support. The
company argued that under the
freedom to conduct a business, it
had the right to offer a bundled ser-
vice package requiring user registra-
tion to fulfill the contract’s purpose,
asserting that “data protection regula-
tion does not explicitly or tmplicitly re-
quire an undertaking to offer potential
customers the option to purchase from an
online store without registration”.

The SA decision

On March 6, 2024, the Data Protec-
tion Ombudsman’s Sanctions Board
(Tietosuojavaltuutetun
seuraamuskollegio) issued decision
TSV/26/20207, issuing a formal
reprimand under Article 58(2)(b)
GDPR and imposing an administra-
tive fine of €856,000 on Verkko-
kauppa.com Oyj. Additionally, un-
der Article 58(2)(d) GDPR, the
supervisory authority issued an ot-
der mandating the company to
bring its data processing operations
into compliance with data protec-

tion laws. Specifically, Verkkokaup-

7 ietosuojavaltuutettu (Finland),
Decision TSV/26/2020 (6 March

2024) <https://www.finlex.fi/fi/

viranomaiset/tietosuojavaltuutet-

tu/2024/2163&et;
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pa.com was ordered to define a
compliant retention period for cus-
tomer personal data, cease its prac-
tice of requiring mandatory account
creation for one-off online purchas-
es, and delete or anonymize all per-
sonal data older than the defined
retention period without undue de-
lay.

The Data Protection Ombuds-
man (“SA”) decision involves two
primary legal issues, both touching
upon the company’s defense based
on the freedom to conduct a busi-
ness:

First, the SA outlines that the
case concerns the legality of per-
sonal data retention as a whole,
which it combines with the com-
mercial choice of having a pet-
sistent user account and contract
upon. Throughout the decision SA
argumentation (and final decision
on fines) heavily relies on general
principle of storage limitation and
the fact that in practice this com-
mercial choice could result in reten-
tion petiod of decades.® The con-
clusion of a breach is essentially
derived from the point that the
company had not in fact (due to
choice of contracts valid under fur-
ther notice) determined a storage
period (which then could not have
been informed). This argumenta-
tion is easy to swallow as relying on
the primacy of Article 5(1)(e)
GDPR (storage limitation) but still
essentially establishing that while
Article 6(1)(b) GDPR contract pro-
cessing can be lawful - its propos-
tionality assessment is essentially
done on assessing the processing
against ultimate fulfillment of Arti-
cle 5 GDPR general principles.

Second, and more interestingly,
the SA assessed the legality (i.e. cor-
rect applicability of Art. 6(1)(b)

8  relying on e.g. European Data
Protection Board (EDPB),
‘Guidelines 4/2019 on Article 25
Data Protection by Design and
by Default” (Version 2.0, adopted
20 October 2020).

GDPR) of requiring users to regis-
tet for one-off online purchases at
length as separate from retention
time issue.’ In its assessment, SA
outlined that “zhe personal data process-
ing was done in the interest of business”
and “7he main object of the contract conld
be done withont personal data process-
ing”."" The SA’s analysis then relied
on an analysis'' of the company’s
disclaimed purpose (fulfillment of
online purchase) against its assess-
ment of what was possible and nec-
essaty for that purpose.

This is a challenging interpreta-
tion as the SA relied on the stan-
dard of “objectively necessary”, as
flowing from EDPB dispute mech-
anism decision,'? and standard-set-
ting Bundeskartellamt CJEU-deci-
sion" which set out a strict
fundamentality test on Art. 6(1)(b)
GDPR which was used to distin-
guish targeted advertising as not
belonging to the scope of social
media’s contract legal basis (and as
provided by unrelated third parties).
However in this case, the argumen-
tation leads to a point where not
just a partial commercial activity but
the whole framework of requiring
registration would be prohibited as
being possible to conduct in a more
limited manner, and thus not fulfill-
ing the legality requirement of Arti-

10 Paras 64-65 of the decision

11 See, for excample, the justification pro-
vided in European Data Protec-
tion Board (EDPB), ‘Guidelines
2/2019 on the processing of pet-
sonal data under Article 6(1)(b)
GDPR in the context of the pro-
vision of online services to data
subjects’ (Version 2.0, adopted 8
October 2019).

12 European Data Protection Board
(EDPB), ‘Binding Decision
4/2022 on the dispute submitted
by the Irish SA on Meta Plat-
forms Ireland Limited and its
Instagram service (Art. 65
GDPR)’ (adopted 5 December
2022).

13 Case C-252/21 Meta Platforms Ine.
and Others v Bundeskartellamt
ECLL:EU:C:2023:537.

cle 5(1)(a) GDPR. The SA decision
underlines the issues concerning
application of this objective neces-
sity standard as

a. the objectivity can essentially dis-
regard the original intention and
goal sought by the company in
establishing a service containing
multiple different processing ac-
tivities; and

b. result in the wholesale infringe-
ment of the processing if one of
these processing activities can be
distinguished as not strictly ne-
cessary for a narrow goal of the
contract.

Following strictly #his interpretation
of objective necessity — as one
without necessarily taking into ac-
count the service as a whole under
Article 6(1)(b) GDPR assessment -
the use of contract-based data pro-
cessing would essentially need to
identify the simplest form of ser-
vice performance (for which there
1s no explicit legal standard for de-
termination) and compare each per-
sonal data processing against that
purpose.

Administrative conrt decisions and final

analysis

As typical of GDPR fines of suffi-
cient size, the company appealed the
decision to the administrative court.
The administrative court decision'
(Dnro 2096/03.04.04.04.01/2024) is
rather uneventful® in its content and
basically repeats assessment in the
SA decision focusing on the issue
with data minimisation and retention

14 Helsingin hallinto-oikeus (Helsin-
ki administrative court) Decision
2096/03.04.04.04.01/2024

15 There is a salient procedural
question for another text of at
which part of the SA consultancy
becomes and infringement pro-
cedure requiring sufficient hear-
ings, and before which the com-
pany should be given possibility
to rectify its infringement.
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times — and upholding the fine while
lowering its amount (792 639 EUR).
While the SA decision (or the at-
tached sanctions board decision)
does not clearly distinguish whether
the fine is issued on the basis of
merely infringement of minimisation
and retention times as resulting from
commercial decision to require regis-
tration, or as that mandatory regis-
tration forming a partial basis of in-
fringement independently, the
administrative court’s decision
streamlines this by assessing the
fine’s validity and amount solely on
the context of retention times (as a
result of commercial decision). The
distinction is quite material as then
the administrative court, nor the su-
preme administrative court in the
following appeal’, did not assess the
legality of mandatory registrations az
sich similarly as in the SA decision.
On the contrary, both the adminis-
trative court and supreme adminis-
trative court separately stated that
the SA decision should not be intet-
preted as ruling mandatory registra-
tion as unlawful, but rather only on
its resulting data retention.”” While I
somewhat disagree on this assess-

16 Korkein ballinto-oikens (Supreme
Administrative Court of Fin-
land), Decision KHO 2026/1604

17 KHO 12.6.2026/1604
para 10 “According to the Admin-
istrative Court’s decision, it does
not appear from the Data Protec-
tion Ombudsman’s decision that
the company’s practice — requiring
customer registration to make a
single purchase in the online store
—was considered in itself to be in
violation of the General Data
Protection Regulation or other
data protection regulations. There-
fore, the Administrative Court has
assessed the legality of the com-
pany’s practice only insofar as
whether it has resulted in an un-
lawful situation regarding the re-
tention period of personal data.”
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Llustrasjon: Coulorbox

ment of the SA decision'® this as-
sessment results in an interesting
what-if:

1. As the only issue by which the co-
urts upheld the fine concerned the
failure to establish and communi-
cate retention times19 — this assu-
mes that the issue of mandatory
registrations and its legal basis did
not act as a basis of the fine;

2. Then the interesting question is
whether the fine would have
been upheld (or even issued at
all) if the retention time infringe-
ment had been lesser or non-
existent. In other words, it seems
that the company could justify its
mandatory registration with
freedom of commerce.

Contrary to this recognition, the SA
position against mandatory registra-
tions has also been since enshrined
in the EDPB Recommendation
2/2025 where it is still maintained

18 Paras 62-67 cleatly outline the
argument for missing legal basis
of mandatory requirements -
same sentiment which the EDPB
reiterated in its following guid-
ance Recommendations 2/2025
on the legal basis for requiring
the creation of user accounts on
e-commerce websites

19 Also important to note that the
administrative court lessened the
amount of the fine following the
company’s efforts to already rec-
tify the infringement

that “necessity test required |...) is un-

likely to be met”.

Scenario 2: Posti (OmaPosti)
Backgronnd
In many ways similar to the Verkko-
kauppa.com case discussed above,
another case concerning freedom
of commerce defence concerns on-
line services and its necessity test.
Continuing on the theme of aptly
named companies and services,
Finnish postal company Posti Jakelu
Oy was issued a €2.4 million fine
for their “OmaPosti-postilaatik-
ko”-service (again aptly named eng:
“OwnPost-postbox”) bundling to-
gether multiple different online ser-
vices with registration to just one.”’
This OmaPosti-service combines
together multiple different online
services, such as postal address
changes, parcel tracking, rerouting
mail and e-post which multiple
Finnish authorities use by default.
Posti’s service design maintained
that in order to use the online set-
vices you had to a) register to the
service, and b) by default take the
service into use in full. Meaning
that if you wanted to conduct an
address change, this automatically
opened up an e-post inbox for you.
On July 7, 2020, the Finnish SA
opened an investigation following
customer complaints regarding the
mandatory activation of the digital
inbox. The inquiry addressed two
main issues: transparency short-
comings during account onboard-
ing, and the mandatory bundling of
all OmaPosti service features upon
registration. The fine imposed by
the SA was based specifically on the
mandatory service bundling, while
the transparency failures received a
formal reprimand.

S A decision
Similarly to the case in Verkkokaup-
pa.com above, Posti claimed

20 Tietosuojavaltuutettu (Finland),
Decision of 13 November 2024
(Finlex 2024/2363).
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throughout the consultancy that it
had the right under freedom of
commerce to design its service of-
fering how it sees fit and combine
different functionalities in its ser-
vice as one unified service and offer
that by default to all its users with-
out possibility to opt-out of single
functionalities. Similarly to Verk-
kokauppa.com Posti argued that
applicable data protection regula-
tion lacks general principles which
would determine which specific
parts of a service are allowed to
function under the same legal basis
and which would need to be distin-
guished - and thus neither the SA
would have the authority to deter-
mine this.

The SA relied generally on the
exact same legal sources and argu-
mentation® as in the case concern-
ing Verkkokauppa.com (concerning
legal basis of mandatory registra-
tion) and maintained that specifical-
ly the e-post inbox (OmaPosti-pos-
tilaatikko) can be separated from the
performance of post rerouting and
cannot thus be considered objec-
tively necessary for the performance
of contract which the user might
seek by entering into a contract.
The personal data processing relat-
ed to e-post inbox was then outside
of the contractual legal basis and its
data processing unlawful.

Due to Posti relying multiple
times on freedom of commerce de-
fence, the SA addressed this shortly
stating that the decision is not about
the evaluation of a specific business
practice, or a part of a service, but
rather on whether a data controller
has a valid legal basis for its pro-
cessing. A legal chicken-and-egg;

21 To be clear the SA employed a
more deep analysis of CJEU case
C—252/21 para 98 wherein it
relied on the controller’s obliga-
tion to be able to show why each
processing is necessary for the
main purpose of the contract.

Administrative conrt decision and final
analysis

Following Posti’s appeal of the SA
decision, on 3 November 2025, the
Helsinki administrative court gave a
shock decision on the matter — the
€2.4 million fine was overturned in
its entitety.” The coutt’s decision
addressed both streams of inquiry
and validated the first concerning
lack of sufficient information to the
inbounding users of the OmaPos-
ti-service — however the fine was
solely based on the invalidity of Po-
sti’s contractual legal basis in which
the court disagreed with the SA.

In a well argued decision the
court compared the Posti-process-
ing with the processing and stan-
dard set out in Bundeskartella-
mt-decision: whereas the
personalisation of marketing con-
tent on a social media platform can-
not be justified as necessary or oth-
erwise “important” to the
processing which the underlying
contract concerns (even if it would
be “useful” for the user) because
the user can be offered the same
service in an equivalent manner
without that processing and impor-
tantly without sharing the personal
data to third parties for this pur-
pose. The court recognised that the
situation with Posti differs from
Meta’s advertising personalisation in
a material manner as OmalPosti was
solely Posti’s own service and the
processing was result of its own
commetcial choices and not that of
third parties. In reference to EDPB
Guidelines 2/2019 the court rec-
ognised that OmaPosti-service had
internal service justifications to
bundling the services together in-
stead of solely the company’s ancil-
lary commercial gain or resulting in
additional personal data processing
unnecessary for that service-pur-
pose. Bundling the e-post inbox to
the other services was justified in

22 Helsingin hallinto-oikeus (Helsin-
ki administrative court)

2096/03.04.04.04.01/2024

the same legal basis and contractual
freedom - the fine was overturned.”
From an immediate viewpoint it
might seem that the Verkkokauppa.
com and Posti -cases might have very
different building blocks as one fine
maintained and the other overturned,
but when we disregard Posti’s infor-
mation obligation failures and Verk-
kokauppa.com’s lack of retention
times, the cases have very similar
grounding. In both cases the compa-
ny acted on the basis of Article 6(1)
(b) GDPR, bundling multiple service
functionalities together, and wete
challenged on the necessity of some
of those functionalities. In both cases
the administrative courts confirmed
(against the SA) that the controller
had the commercial freedom to de-
termine the scope of their data pro-
cessing on contractual basis (provided
that the functionality was necessary).
From this point of view, it would
seem that the objectivity and neces-
sity standard set out in Bundeskar-
tellamt and relevant EDPB guide-
lines gives more leeway to
commercial actors to offer service
packages on the objective they have
contractually defined, as long as the
parties to the processing are the
same and it contributes to the set-
vice’s functionality instead of just
independent commercial interest.

In conclusion:

Jurisprudence addressing the inter-
section of contractual necessity and
commercial discretion under the
GDPR continues to evolve. Recent
judicial decisions in Finland indicate
a balanced approach that protects
consumer data rights while respect-
ing controllers’ constitutional free-
dom to conduct a business.

Jalmari Mdannistd, Secretary of Finnish
IT-Jaw association (I1-oikenden Y hdistys ry),
Legal counsel (technology & contracting)

- Epassi Group.

23 Tor clarity, the matter is still
pending on the Finnish Supreme
Administrative Court
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